How to resolve connection problems between server and workstation

1. Check network connection
Make sure you have network connection between workstation and server. Run command line
on workstation and type ‘ping XxXx.Xxx.xxx.xxx’, where xxx.xxx.xxx.xxx — |IP address of server. If
you have connection you should receive reply packages from server.
Example:

C:\Users\ASergeev ping 10.0.1.83

.0.1.83 with 32 bytes of data:
10.0.1.83: bytes=32 time<{ims TTL=128
10.0.1.83: bytes=32 time{ims TTL=128
10.0.1.83: bytes=32 time{ims TTL=128
Reply from 10.0.1.83: bytes=32 time<{ims TTL=128

Ping statistics for 10.0.1.83:
Packets: Sent = 4, Received = 4, Lost = @ {(0x loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\Users\ASergeev>

Otherwise contact you system administrator to set up network connection.

2. Check ODBC (ODBC for x64 bit operating system)
If you are using 32-bit operating system then run ODBC Administrator from control panel:
“Control panel” -> “Administrative tools” -> “Data source (ODBC)".
If you are using 64-bit operating system then run ODBC Administrator from Windows
installation folder:
%SystemRoot%\SysWOWe64\odbcad32.exe, where %SystemRoot% is the windows installation
folder, generally it is “C:\Windows”.
On the ODBC Administrator window switch to the “System DNS” tab. You will see four data
sources: “MillArchiveModel”, ‘MillCfg’, “MillHist”, “MillWin”. For each of them perform next
operations:
Select data source and press “Configure” button.



.~ ODBC Data Source Administratc

User DSN | System DSN | File DSM I Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Name Drriver

Mill Archive Mode| eial IR TE
MillCfg SGL Server
MillHist SQL Server
Mill\Win SQL Server

An QDBC System data source stores information about how to connect to
m; the indicated data provider. A System data source is visible to all users
= on this machine, including MNT services.

oK || cancel |

On first screen in field “Server” enter full name of SQL Server instance. For example:
“%ComputerName%\SQLExpress”. If you installed SQL Server from Millenium installation CD
then just type the name of the server.

Make sure that workstation user can connect to SQL Server using windows authentication.
Otherwise you can setup connection using SQL Server authentication. In this case you will need
to enter Login ID and Password in ODBC driver configuration. This login should have access to
SQL Server.

Click “Next” on next screens until “Finish” button appears.

Click “Finish”. On new screen click “Test Data Source...”. If message “TESTS COMPLETED
SUCCESSFULLY!” appears then data source configured correctly.

Click “OK”.

Repeat this procedure for all four data sources.

If SQL authentication is used, enter password using rfsetpswd.exe

If you are using SQL Server authentication then you will need to add password to MPW.rf file.
Go to server. From folder C:\MPW\Scripts (replace C:\MPW with your installation path if you
enter different during installation) copy file ‘RfSetPswd.exe’ to installation folder on
workstation. Run this file. Click “Browse”.



it Set DB Password i x|

Browse for mpw.if and set password

~ Browse
Mpw.f file: |
| Bowse |
~ Set password

New password: I—
Confimpassword: |

Set

Select MPW.rf file from workstation installation folder. Click “Open”.

x

Lookin: [ Ji MPW e @
_Name ~ | +| Date modified | ~| Type
. ITC1000 20.08.2013 18:22  File folder
. Maps 20.08.2013 18:22  File folder
.. Reports 20.08.2013 18:22  File folder
J. Sounds 20.08.2013 18:22 _ File folder

06.04.2012 11:38 RF File

<| | i
File name:  [Mpw | Open I
Fies of type: | R files (") | Cancel |
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Enter password for Login ID that you entered in ODBC Driver configuration and click “Set”.



x
Browse for mpw.if and set password

~ Browse

Mpwe.if file: IC:\MPW\pr.rI

~ Set password

New password: I esnee

Confim password: | seeee]
set__|

System will prompt you that password successfully set. Click “Ok” and close program.

riserrowa Y

/ |'\ Successfully set password

[

Check Windows Firewall. Disable for test, add rule.

Windows Firewall might block connection to server from workstation. To ensure that you can
connect to TCP port that Millennium using for connection you can do following:

Run command line, enter ‘telnet xxx.xxx.xxx.xxx 2201’, where xxx.XXX.XXX.XXx — Server |P
address.

If telnet command wasn’t recognized, you can enable telnet feature in Control Panel ->
Programs and Features (Add or Remove Programs) -> Turn Windows features on or off. Enable
Telnet Client and Telnet Server features. Click Ok. Windows will install Telnet feature.

_loix!
Turn Windows features on or off (7]

i To turn a feature on, select its check box. To turn a feature off,
- dear its check box. A filed box means that only part of the feature
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Windows'system32\cmd.exe

C:\Users\ASergeevo>telnet 10.0.1.83 2201 _

Press enter. If connection was successful you should see blank screen. It means that Telnet
connected to TCP port.

If connection wasn’t successful you should check Windows Firewall settings.

Try to disable Firewall at the workstation and at the server and repeat telnet command. Run
Millennium at the workstation. If you can connect to server it means that you should add rules
to Windows Firewall.

To add rule at the workstation go to Windows Firewall -> Advanced Settings. Right click on

‘Outbound rules’ item -> New rule:

+* Windows Firewall with Advanced Security =10 x|
File Action View Help
= = ?

3 Inbound Rules
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Select rule type — Port and click Next:

* New Outbound Rule Wizard
Rule Type
Select the type of firewall nule to create.

“Back

* Ne: round Ru

Protocol and Ports

Specify the protocols and ports to which this rule applies.




Select ‘Allow the connection’ and click Next

* New Outbound Rule Wizard
Action
Specify the action to be taken when a

@ Rule Type
'@ Protocol and Pods

@ Profile
@ Name

Select all, Domain, Private and Public networks. Click Next.

™ New Outbound Rule Wizard
Profile
Specify the profiles for which this rule applies.




Enter name for rule and click Finish.

* New Outbound Rule Wizard lll

Specy the name and description of this rule.

Steps:
Rule Type
Protocol and Ports

Profile

= & & & &

Name:

[Miternium TCP 2201

Description (optional):

cBack [ Emsn |

Cancel |

Rule should appear in the list of rules:

* Windows Firewall with Advanced Security
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@ BranchCache Peer Discovery (WSD-Out)
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Do the same procedure at the server, but instead of creating Outbound rule you should create
Inbound rule with the same options.

Copy MPW.rf from server to workstation
You should have same mpw.rf file at the server and at each workstation. Make sure you have
copied mpw.rf file from server to workstation.

Check if the Millennium running as a service. If it does, Millennium shouldn’t run as application.
Make sure your user exists in SQL Server security.

To add user to SQL Server security do following:

Start Management Studio and connect to server

Go to Security -> Logins -> right click on Logins -> New Login...

File Edit View Debug Tools Window Community Help

FE NewQuery | [y |y |5 I 0 |

Conned'|!§ !E mE T @E

= [y TSTWINTPC\SQLEXPRESS2005 (SQL Server 9.0
= 1 Databases
[ System Databases
| MillArchiveMadel
| Millcig
| MillHist
| MillPlus
= [ Security
B3

|_ New Login...
Filter ]

Start PowerShell

Reports » TEU:
[
Refresh

PREPPRR

3 Server Roles
3 Credentials
[ Server Objects
L1 Replication
3 Management

Select user login and go to Server Roles page



8 Scipt ~ [ Help

o= Ser Login name: TSTWINTPC\tstwin7
# Securables o
R Status @ Windows authertication
(7) SQL Server authentication
Password: | |
Confirm password: | |
[] Specify old password
Qld password: | |
Enforce password policy
Enforce password expiration
User must change password at next login
(7) Mapped to cerfficate | v|
(7) Mapped to asymmetric key | v|
Map to Credential | v| | Add
Server: Mapped Credentials Credertial Provider
TSTWIN7PC\SQLEXPRESS200E
Connection:
tstwin 7PC tstwin 7
_!E View connection properties
Progress Remove
Ready Default database: [masta v]
Default language: [‘déﬂ) h ]
o) [caee

Check option ‘sysadmin’

%7 Server Roles
1# User Mapping
%7 Securables
& Status

Connechion

Server:
TSTWINTPC\SQLEXPRESS 2008

Connection:
tstwin 7PC'tstwin ¥

_!E Miew connection properties

Progress
Ready

58 script + [ Help

Server role is used to grant server-wide security privileges to a user.

Server roles:

bulkadmin
dbereator
diskadmin
processadmin
public
securityadmin
serveradmin
setupadmin
sysadmin

| ok

] [ cancel




Go to page User Mapping. Check 4 Millennium databases. For each database check option
‘db_owner’.

.

g Login - New (===
Selectapage P =
_y Script + Hel
A General S it E
LUzers mapped to this login:
b - | Map Database User Default Schema |
%7 Status | |
TSTWINTFC'tstwin7 [
TSTWINTPC\tstwin7 =)
|
: TSTWINTPCtstwin7 (=)
Database role membership for: MillPlus
Connechion
[] db_accessadmin
Server: [7] db_backupoperator
TSTWIN7PC\SQLEXPRESS200E [ db_datareader
Connection: [] db_datawriter
tstwin 7PC\tstwin7 [C] db_ddladmin
db_denydatareader
_‘!j! View connection properties _..__I R
Progress "] db_secuntyadmin
public
Ready

ok | [ Ccancel

Click Ok.



