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This Quick Start document explains how to configure integration between
Suprema BioEntry readers and Millennium Xtra.

The Biometric integration is a licensed option that must be purchased and
enabled in the software before it can be configured.

The following readers are supported in Millennium Xtra and also in Millennium
Expert/Enterprise.

m BioEntry Plus
m BioEntry W - Outdoor use (Supports Power over Ethernet - PoE)
m USB BioMini - Must be connected to a USB port on the Millennium Xtra

Server.
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Install BioStar 1.62

Install BioStar 1.62

1. On the BioStar installation disk, double-click the file BioStar 1.62 Setup.exe.

Figure 1: Install Wizard

Installshield Wizard

Preparing to Install...

BioStar 1.562 Setup is preparing the InstallShield Wizard,
which will guide vou through the program setup process.
Pleaze wait.

Estracting: setup.msi

|

2. A Welcome screen is displayed. Click Next to start the software installation:

Figure 2: Welcome




Install BioStar 1.62

BioStar 1.62 - InstallShield Wizard x|

Welcome to the InstallShield Wizard for BioStar
1.62

The InztallShield Wwizard will install BioStar 1.62 an your
computer. To continue, click Mexst,

< Bank

Cancel |

3. Setup Type screen is displayed. Select English and click Next:

Figure 3: Setup Type

BioStar 1.62 - Installshield Wizard x|

Setup Type

Select the zetup type that best suits your needs.

Select the features you want to inztall, and deszelect the features you do nat want o install.
Click Mest to continue,

 Korea

InstallShield

< Back | Mest » I Cancel
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Install BioStar 1.62

4. Select Features screen is displayed. Ensure that both Server and Client are
selected and click Next:

Figure 4: Select Features

BioStar 1.62 - InstallShield Wizard

Select Features

Select the features you want to inztall on pour computer.

 Dezcription

417.55 MB of space required on the C drive
1839110 ME of space available on the C diive
|matallShield

< Back | Hewt » I Cancel

5. On the Start Copying Files screen, click Next to begin the installation
process:

Figure 5: Start Copying Files

BioStar 1.62 - InstallShield Wizard

Start Copying Files
Review zettings before copying files,

Setup haz enough information to start copying the prograr files, [F pou want bo review or
change any settings, click Back. If pou are satisfied with the settings, click Mest to begin
copying fles.
InstallEhield
Cancel |
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Install BioStar 1.62

6. Allow the BioStar software, including SQL Server, to install. Once the
software installation is complete. Click Finish:

Figure 6: Install Complete

BioStar 1.62 - InstallShield Wizard

Install5hield Wizard Complete

Setup haz finizhed instaling BioStar 1.62 on pour computer,

[Cancel

< Back




BioStar Server Configuration

BioStar Server Configuration

Execute BioStar Server Config
1. Start > All Programs > BioStar 1.62 > Server > BioStar Server Config.
2. An error message stating Cannot Connect may be displayed. Click OK:

Figure 7: Possible Cannot Connect Message

x|

3. The BioStar Server Config screen will be displayed. If this is the first time
running BioStar, the Status will likely indicate Stopped. Click Start:

Figure 8: BioStar Server Configuration
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BioStar Server Configuration

4. Verify that the Status indicates Running. Click OK to continue:

Figure 9: BioStar Server Running?
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D I Passwaord I
Max Connection I 1
—S5L
@ Open3SL Path IC:\DpenSSL\bin\openssl.exe Browse |
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Pass Phrase I Change |
Refresh Apply OK | Cancel |




Connect and Power the Readers

Connect and Power the Readers

Power the BioEntry Readers
m BioEntry Readers can be powered from external 12 VDC supplies.
m BioEntry W Readers can also be powered by PoE injectors or switches.
m USB BioMini Readers are powered by a USB Type A port.
BioEntry Readers can also be powered by a Millennium group Door Controller.

1. Connect power to the BioEntry reader(s).

EDCD Connection

Figure 10: EDCD Wiring diagram
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Connect and Power the Readers

DCD Connections

NOTE The BioEntry readers require a 12 VDC input @ 230 mA. The J2 Reader
connector does not have a 12 VDC output. In order to power BioEntry readers
from a DCD, the power must be supplied from the J5 connector instead of the
J2 reader port.

m J5 pins 1 and 2 are tied together on the DCD, (+13.8 VDC). Use either pin.
13.8 VDC is used to charge a 12 V battery. The voltage is perfectly
acceptable for the BioEntry 12 VDC requirement.

m J5 pins 3 and 4 are tied together on the DCD, (GND). Use either pin.

Figure 11: DCD Wiring diagram

c e
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==}
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Reader GND

[Black)

BioEntry
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Connect the BioEntry to the network

2. Connect the Suprema BioEntry readers to the same Local Area Network
(LAN) as the computer on which you installed the Suprema BioStar
software.
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Add Devices

Connect to Server - Add new Administrator

1. From the Start menu, select Start > All Programs > BioStar 1.62 > BioStar

V1.62

2. A BioStar V1.62 dialog box will be displayed. Click the Server Setting

button:

Figure 12: Server Setting

[~ BioStar V1.62

User ID I |

Passwaord I

Cannot connect to server

Server Setting |

Login I

Cancel

3. A Connect Server window will be displayed. Enter ‘localhost’ 127.0.0.1 for
the Server IP address. Leave the Server Port at the default setting of 1480.

4. Click the Test button and verify Connected to server message is displayed.

5. Click Save:

Figure 13: IP and Port

Server IP I

2y . o0 . 0

Server Port I

1480

I Connected to server I
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6. An Add New Administrator window will appear. Enter an Admin ID and
password (2 times). Click OK:

Figure 14: Add New Administrator

Add New Administrator x|

Admin ID I admin

Password I sssse

Confirm I sssse

Admin Level I Administrator j

OK I Cancel |

7. Login to the BioStar software with the new Administrator account.

8. In the left-pane of the BioStar software, click the Device tab. Click Add
Device:

Figure 15: Add Device
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Add Devices

9. A Search and Add Device wizard screen will appear. Select LAN and click

Next.
Figure 16: Select LAN
Y

 Serial

™ USE Device

€ virtual USB Device

Back(ﬁ) -

10. Select UDP and click Next.

Figure 17: Assign UDP

I Search and Add Device N =l
[~ Tce
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BackiE) |i MNext{M) I Cancel
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11. The BioStar software will scan the network and detect any BioEntry readers
that are installed on the LAN. Click Next to continue.

After connecting the EDCDs and configuring the Site in the software, the SCU
Configurator will indicate the EDCDs as well as the ESCU.

Figure 18: Search and Add Device

Search and Add Device |

Searching Finished. .
In order to change network information,
configure setting on the right after select the spedfic device in the list.
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Gateway I

Subnet I
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I™ | Time Synmc with Server

2 device(s) found. System Infa | Refresh | [adify: |
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Add Devices

12. Check the check boxes next to each of the BioEntry readers that you would
like to configure and click Add.

Figure 19: Select Devices

Search and Add Device X|

Select the device to be added and press [Add] button to finish.

Device D | Type |
32775 192.100.0. 157 BioEntryPlus
32777 192.100.0. 148 BioEntryPlus

Add

Badk(B) Finizh Cancel
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13. The selected BioEntry readers will now appear within the BioStar software:

Figure 20: Selected Readers
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14. In the Device box on the left pane, click the BioEntry reader you would like
to configure. The current configuration will appear in the right pane, in the
Operation Mode Tab.

Figure 21: Configure the Reader Operation Mode
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15. Click on the Network tab to configure the network settings for the BioEntry
reader.

16. Click the 'Not use DHCP' radio button.

17. Configure the static IP address, Subnet and Gateway of the BioEntry
reader. Leave the port at the default, 1471.

18. Click Apply.

Figure 22: Network Tab
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19. Click on the Wiegand tab.

20. From the Wiegand Output enumerated list, select Wiegand (Card).
21. If using standard 26 bit Wiegand format, click Apply.

If using any other format, select Change Format to configure it.

Figure 23: Wiegand Tab
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22. Click on the Operation Mode tab. Select the desired Operation Mode(s) and
the Time Zones for each mode.

23. Click Apply.

Figure 24: Operation Mode
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24. This completes the configuration of the BioEntry readers in the BioStar
software. In order for the Millennium Xtra software to be able to
communicate with the readers, the readers must be manually removed from
the BioStar software or the BioStar service must be stopped.

25. In the left pane of BioStar, right-click on each BioEntry reader and select
Remove Device.

19




Configure in Millennium Xtra

Configure in Millennium Xtra

Configuring the Integration in Millennium Xtra.

NOTE Millennium Xtra must be at version 3.0.1.45 or higher and must be
licensed for BioEntry readers.

1. Login to the Millennium Xtra software and navigate to the External
Systems > BioEntry readers screen.

2. Click the New button.

Figure 25: Millennium Xtra External Systems

# — @ M < Cument Threat Level: m System Cardholder = Event Hardware System Reports | Historical Maps @ Extemal
Administration = Data Monitoring = Configuration = Configuration Log Systems
= Millenium Xtra 2 Logged User:admin Time Online: 0113 Base Online: 163

Y External vy, BioEntry
o+ CCTVCameras 39 Readers

w All Readers o BioEn‘i:ry Read:
Reader Name: I_iI

Reader Type:
Connection Info:
Parent Reader:
Comments:

Canczl

3. Select the LAN Reader radio button and then click Add.

Figure 26: Add BioEntry Reader

Millenium Xtra: Add BioEntry Reader

(O USE Reader @ AN Reader

O Serial Reader O WAN Reader
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Configure in Millennium Xtra

4. The Millennium Xtra software will scan the Local Area Network, detect and
automatically add any BioEntry readers it finds. The BioEntry readers
added to the system will be displayed in the left-pane. Millennium Group
recommends to assign more meaningful names to the readers.

Figure 27: Scan and Add Readers
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Configure in Millennium Xtra

5. Navigate to the Hardware Configuration > Readers screen.
6. Click New to create a new reader.

7. Assign a Reader Name, select the appropriate controller from the Assigned
to Controller drop-down, and select the desired Card Format from the drop
down.

8. Select Wiegand for Reader Technology.
9. Ensure that the Online radio button is selected.
10. Click Save.

Figure 28: Configure the Readers
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Configure in Millennium Xtra

11. Navigate to the Hardware Configuration > Doors screen.

12. Click New to create a new door.

13. Assign a Door Name

14. Enter the rotary switch address of the EDCD/DCD in the Numnber field.

15. Select the appropriate controller from the Assigned to Controller drop-
down.

16. Expand the Reader & Lock/Device Type heading and select the BioEntry
reader.

17. Expand First Relays and configure as desired.
18. Click Sawve.
Figure 29: Configure Door

System Cardholder Event Hardware

rstem Reports Historical Maps External
Log Systems

Sy:
Administration Data Monitoring Configuration Configuration
2 Millenium Xtra 2 Logged User:admin Time Online: 00:17 Base Online: 07:23

7 Sites Controller Type

Configuration

& Controllers
-

Doors
ar L )

|‘_I Door Configuration

Elevator Cars g

<o

Elevators ".; Readers

» All Doors

w Millenium

~ Site Contraller Door Name: | BioEntry Door 2 @onine O offine Hzste
BioEntry Door 1

+ BioEntry Door 2

Location: In Gmup:l ’C‘
MNumber:| 1 (0-99) I Assigned to Controller: |S|le Controller
Anti-Passback ( Show Details...) Reader & Lock/Device Type (Hide Details...)

IRaader' [BicEntry 32775 ~] I

LockiDevice Type: |Orher

Alarm Modes (Show Details...) Assigned Inputs (Show Details...)
First Relays (Hide Details...) Second Relays {Show Details...)

Relay Mode: |Valid User
Active Seconds: | 5 (0-255)

Active Timezone: |Always I~

Toggle Mode: []

Time Period for Toggle Mode: [Never .
Allow REX to Activate Relay: []
REX PROHIBITS RELAY ACTION

Shunt (ignores) door contact
for ime specified for the
relay. The shunt period will @ 0n Release

O ©n Activation
REQUEST TO EXIT MESSAGE

Send request: []
Active Timezone: INever .

Comments:

(i o ] oy [5w] ¢ o

23




Configure in Millennium Xtra

19. Navigate to the System Configuration > Access Levels page. Create a new
access level and add the BioEntry door(s) to it.

20. Save the Access Level.

Figure 30: System Configuration Access Levels
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Configure in Millennium Xtra

21. Navigate to the Cardholder Data screen.
22. Select the Card Information Tab.

23. Create a new card holder record. Provide a First Name, Last Name and
Employee ID.

24. Assign an Encoded Card Number and the Access Level created in the
previous step.

25. Select the Card Format. Ensure that the Active check box is checked.
26. Click Save.

Figure 31: Card Holder
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Enroll the Finger Print

Scan and Enroll the Finger Print

1. Click the BioEntry button. A BioEntry Template dialog box will be
displayed.

2. From the left pane, select Finger 1 or Finger 2.

3. From the right pane, select the BioEntry reader you wish to use to enroll the
fingerprint.

4. Click Scan.

Figure 32: BioEntry Template

R
) BioEntry Template
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_Template | State Reader / State
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Enroll the Finger Print

5. A prompt will be displayed asking the user to place the finger on the
BioEntry reader that was selected.

6. Before clicking OK, please read the following:

m When the OK button is pressed, the selected BioEntry reader will present a
flashing amber LED.

m Present the finger on the fingerprint sensor.

m The BioEntry reader will indicate a successful fingerprint scan with an
audible sound and a green LED.

m The reader will then flash amber again and the same fingerprint must be
scanned successfully a second time.

7. Click OK and proceed with the fingerprint enrollment process. The
Millennium Xtra software should display a message indicating that the
fingerprint has been successfully enrolled.

Figure 33: Scan Finger Print

I Millenium Xtra: : Scan BioEntry Reader

Place a finger Finger 1 on the sensor of Bioentry Plus:32775[192.100.0.125]

8. If the scanning process fails, please repeat until it completes successfully.

Figure 34: Scan Complete

Millenium Xtra: BioEntry Reader Scan

BioEntry Reader scan operation has been completed successfully.
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Enroll the Finger Print

9. Click the Synchronize All button. This will synchronize the fingerprint that
was just enrolled to all of the BioEntry readers in the system. Millennium
Xtra will display a message indicating that the synchronization completed
successfully.

10. Click OK.

Figure 35: Reader Synchronization

Millenium Xtra: BioEl"l'lr]" Reader Syncronizaiinn

BioEntry Reader syncronization has been completed successfully.

11. Click Close to return to the card holder record.

12. Click Save to save the card holder record.

13. Navigate to the Event Monitoring screen.

14. When prompted, Do you want to download your changes now?, click Yes.

Figure 36: Download Changes

Millenium Xtra: Controller Download '

Do you want to download your changes now?
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Enroll the Finger Print

15. Present the finger that was previously enrolled at the BioEntry reader.

If the card holder has been assigned access to more than one BioEntry door and
the fingerprint has been synchronized to the BioEntry readers, the finger should
now provide access at any BioEntry door.

Figure 37: Test Finger Print Entry
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5/5/2015 8:58:37 AM GMT -04:00 Cardholder John Adams (Card #50-38597) Admitted h BieEntry Door 1
5/5/2015 8:58:37 AM GMT -04:00 Door BioEntry Door 1 (Card #50-389%7) Unlocked John Adams
5/5/2015 8:58:33 AM GMT -04:00 Cardholder John Adams (Card #50-38997) Admitted 4— BioEntry Door 2
5/5/2015 8:58:33 AM GMT -04:00 Door BioEntry Door 2 (Card #50-38997) Unlocked John Adams
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Assistance

Assistance

Contact Technical Support

Authorized Dealers can contact Technical Support by:
m Telephone 1-866-455-5222

m E-mail directly to tsupport@millennium-groupinc.com

Millennium Group Web Sites

Our company website is www.millennium-groupinc.com

A Tech Support portal is under construction with more documentation.
(Customers can also open tickets directly from here.) support.millennium-
groupinc.com

BioStar Quick Start Installation Guide
Document Number: 047-102011
Revision: A2

Release Date: January 2016

This manual is proprietary information of Millennium Group. Unauthorized
reproduction of any portion of this manual is prohibited. The material in this
manual is for information purposes only. It is subject to change without notice.
Millennium Group assumes no responsibility for incorrect information this
manual may contain.

Copyright ©2015 - 2016 Millennium Group.
All rights reserved.
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